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Assignment 2 
 

The Commonwealth Bank of Australia 
 
Introduction: 
 
The company for this assessment is the Commonwealth Bank of Australia, also 
known as the CommBank. The Bank, which was started in the year 1911, by the 
Andrew Fisher Labor Government which was a proponent of bank nationalization. 
The operations commenced on 15th July 1912 with a branch in Melbourne. It was 
the first Bank to have a federal government guarantee. It was fully privatized by the 
Australian government in 3 tranches between 1991 and 1996.  
 
Over the years, the Bank has diversified, into merchant banking, insurance, etc. The 
first major IT project undertaken at the Bank was in the 1960s when the Bank 
transformed its paper records into a computer-based system. It also introduced 
credit cards during the 1970s, adding the need for new IT systems. Recently, in 
2016, the Bank became the first “real-time” financial institution of Australia by 
introducing a core modernization program to handle real-time bank and settlements 
throughout the year. Bank has its app and web-based NetBank system through 
which customers can manage their accounts. It is estimated that these online 
systems have about 5.6 million weekly customers/users. (Computerworld, 2019) 
 
Commonwealth Bank has had its share of IT issues in the recent past like security 
breaches, loss of customer data, access controls and mismanagement of personal 
data, money laundering, etc., which have resulted in lawsuits, huge penalties, loss of 
customer trust in Bank, erosion of brand value of Bank and loss of potential 
revenues.  
 
Need & Importance of IT systems at Commonwealth Bank 
 
During the heydays of the 1950s & 60s, most banking transactions involved a trip to 
the local branch of the Bank, where the customer interacted with the teller or the 
manager to get their banking needs sorted. Now, it’s hardly the case where a 
customer feels the need to go down to the bank branch. Many banks have their 
online apps that can fulfill many of the customer’s basic banking needs.  
 
One could transfer funds, pay utility bills, draw digital Cheques, make mortgage 
payments, etc., with the use of an App. These systems have massively reduced the 
need for maintaining branches in every place. The Commonwealth Bank is no 
different. The Bank has extensive IT offerings to its customers. CommBank is the 
app developed by the Bank, which is a suite of options, including NetBank for 
managing money, cards, payments, etc. CommBank can be integrated with other 
digital wallets like Google Pay, Apple Pay to make payments. CommBank app can 
even be used to lock down lost cards.  
 
In order to enable these systems, it creates a need for huge back-end support 
systems to make these transactions seamless, at the scale expected to grow in the 
next few years, as the millennial customers predominantly use the digital offerings 
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instead of the banks while Gen-Xers and Boomers have comparatively heavier 
dependence on retail banking.(The Financial Brand, 2019) 
 
Local branches of banks have also improved their systems. Core Banking 
systems are at the heart of most IT systems of banks. Through these systems, the 
transactions carried out at the branches are real-time, and inter-branch transactions 
take place simultaneously. Prior to the implementation of these systems, most 
transactions took at least a day for transactions to be reflected. These systems have 
improved the productivity and reduce the processing time required for banks.  
 
Effectively, the core banking systems are the true back-end systems of a bank. The 
Commonwealth Bank underwent a massive overhaul of its core banking systems 
between 2008 and 2012, which cost the Bank about AU$1 billion. This modernization 
was key to the overhaul of NetBank (internet banking services interface), and the 
subsequent launch of CommBank apps and improving retail banking operations. The 
core banking system modernization was facilitated by Accenture Consulting, which 
oversaw these technological upgrades. (Winterford and Winterford, 2019), (Finextra 
Research, 2019) 
 
Many banks use their digital offerings as a critical product differentiator to attract new 
customers and generate revenues. As the world moves ahead in the 21st century, 
more banking functions, are going digital, including even credit underwriting, is being 
done using the use of machine learning and artificial intelligence. Going digital 
involves the modernization and introduction of new IT systems which support the 
scale and size of these transactions.  
 
Traditional banks face challenges not only from digital offerings from other traditional 
offerings but also from challenger banks. These are online-only banks like Monzo, 
which is a UK-based mobile-only bank, which was launched in 2015 and now has 
more than 2 million customers, as of May 2019. These banks, also known as 
challenger banks, are going rapidly. Monzo reports that they add about 35,000 new 
customers per week. They usually have no retail branches and depend entirely on 
mobile apps and issued cards.(Finextra Research, 2019) 
 
As part of Series F funding, Monzo was valued at $2 billion. Monzo is expected to 
launch into the US soon. In 2017, Monzo was awarded a banking license from the 
UK’s banking regulator.  
 
The competitive advantages of these challenger banks include customer-friendly 
user interfaces, zero to low customer charges/levies, etc. Therefore, the challenges 
for traditional banks such as Commonwealth Bank are multi-fold and require a 
consistent upgrade of their digital offerings so that they can maintain their 
competitive advantage.  
 
Therefore, IT systems are vital to the survival and consistent growth of banks.   
 
Requirements for IT systems 
 
Many traditional banks revamped their retail operations with the introduction of Core 
Banking Systems. The number of tellers required at the banks has gone down, while 
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the new officers at the banks are required to be proficient with the systems they have 
at the Bank. These new systems have increased the need for training modules for 
staff. Most of the trading systems these days are online without the need for a 
human broker’s interference. The investments into technology for banks have gone 
up, with JP Morgan leading the race with investments of USD 11 billion annually to 
ramp up its technology. (JPMorgan Chase & Co., 2019). The Commonwealth Bank 
has planned to invest AU$5 billion over the next five years on its 
tech. (Rfigroup.com, 2019) 
 
The planning for such technology upgrades is generally over at least 1-2 years for 
most projects for they go live. These technology upgrades need to be carefully 
designed to ensure scalability, user-friendliness, the security of customer data, etc. 
Cybersecurity is a crucial aspect to focus on for bank IT systems.  
 
IT @ Commonwealth Bank 
 
Computerized records were first introduced at the Bank in the 1960s. Subsequently, 
Core Banking systems were launched to empower the retail branches to provide 
better services to customers. The Bank undertook a 5-year project from 2008 to 
2012 to give a significant overhaul to the core banking systems, which cost the Bank 
about AU$1 billion.  
 
NetBank was launched in 1997 to provide internet banking services 24/7 to its 
customers. CommBank app was launched, along with Tap & Pay mobile tech in 
2013, to improve the Bank’s digital offerings further. (Commbank.com.au, 2019). 
Recently, Apple Pay, Google Pay, and Samsung Pay were integrated with the 
Bank’s apps to enable pays over wearables, etc.  
 
Benefits & Advantages of IT systems 
 
IT systems have revolutionized the entire banking system. What used to take hours 
earlier, now only takes seconds to complete. Real-time transactions, even across 
borders, became a reality. Not just banking, IT systems have changed the way 
broader financial systems function. The advent of high-frequency trading (HFT), 
quant funds have the IT systems and the advanced computing system of the modern 
age to thank for.  
 
The introduction of IT systems has streamlined the process of banking, leading to 
increased productivity, reduced costs of human capital, etc. IT systems have 
increased the privacy of customers’ data. IT has enabled the banks to deliver the 
majority of the banking system to the customer at their fingers, with the launches of 
mobile apps to control their bank accounts. Banks have benefited from massive 
payment gateways, which have enabled payments to take place in real-time without 
the need for carrying large sums of cash.  
 
The recent introduction of mobile payment apps like Venmo, Google Pay, Apple Pay, 
and Alipay in China, have revolutionized how personal banking is delivered to the 
customer. Without even carrying an additional card, payments happen through the 
apps. Future introductions of biometrics are also expected to nullify the need for 
bringing the bank/payment apps in phones.  
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The introduction of blockchain is expected to change the way the banking system 
function radically; its impact is already evident in supplier financing, tracking of global 
supply chain trade systems, etc. Commonwealth Bank recently completed a two-
year AU$110 million bond placement delivered using blockchain using Ethereum for 
World Bank.(Barbaschow, 2019). The impact of cryptocurrencies like Bitcoin (BTC), 
Ether, etc., in replacing traditional forms of currency and monies remains to be 
seen.  
 
IT systems have been a massive help for insurance companies. Many insurance-
tech start-ups have changed the way traditional underwriting processes, through the 
use of alternative data streams and novel machine learning algorithms to process 
them and reduce premium costs for customers.  
 
Risks of IT systems 
 
Most of the dangers of IT systems faced by the banks can be classified as 
cybersecurity and operational risks. These risks, which include money laundering, 
loss of customer data to hackers leading to privacy breaches, potential ransom 
demands from hackers, failure of centralized systems, can lead to a halt of bank 
processes, etc. The Equifax data breach of the summer of 2017, led to the exposure 
of private information of almost 150 million people. (Victoria Cavaliere and Brian 
Fung, 2019). The subsequent settlement of nearly $700 million to federal and state 
regulators highlights the dangers of falling prey to such data hacks. 
 
These risks can be mitigated by the use of effective processes and system controls. 
Banks have invested in cybersecurity tools like firewalls etc. to guard against 
hackers. Equifax hack led to improved security protocols, including periodic 
assessments of the security systems and risk assessments.  
 
Users also face unprecedented attacks and cybersecurity risks. Phones have been 
hacked through the use of phishing e-mails and text messages; inappropriate data 
access is given to shady and fraudulent third-party apps, etc. These have led to the 
loss of sensitive credit card details, personal details, etc., which have then been 
used to defraud the customers.  
 
For example, Poor app-designs without the use of proper security and data protocols 
led to the leak of 98,000 PayIDs in June 2019.(The Conversation, 2019). Such 
dangers can mitigable by the careful design of security systems.  
 
To overcome such dangers, the Commonwealth Bank has launched CommBank 
Secure to safeguard their customers’ accounts (Commbank.com.au, 2019) 
 
Maintenance and monitoring of IT systems 
 
Through CommBank Secure, Commonwealth Bank has a variety of tools at its 
disposal to monitor for potentially fraudulent transactions. It has incorporated 
biometrics in its CommBank app to reduce the chances of fraudulent log-ins. It has 
invested in machine learning and analytics to detect patterns in an individual’s 
banking and potentially flag transactions that don’t fit in these patterns. The Bank 
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also has 24/7 monitoring to flag potentially suspicious transactions and check with 
the customers about them.  
 
Commonwealth Bank has faced its share of IT-related issues with an anti-money 
laundering settlement of about A$700 million with AUSTRAC for failure to report 
53,750 breaches of AML/CTF Act. (Duckett, 2019) 
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